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Abstract Top

This paper proposes an enhanced use-misuse case model that allows both safety and security requirements to
be captured during requirements elicitation. The proposed model extends the concept of misuse case by
incorporating vulnerable use case and abuse case notations and relations that allows understanding and
modeling different attackers and abusers behaviors during early stage of system development life cycle and
finishes with a practical consistent combined model for engineering safety and security requirements.The
model was successfully applied using health care information system gathered through the university of Kansas
HISPC project. The authors were able to capture both security and safety requirements necessary for effective
functioning of the system. In order to enhance the integration of the proposed model into risk analysis, the
authors give both textual and detailed description of the model. The authors compare the proposed approach
with other existing methods that identify and analyze safety and security requirements and discovered that it
captures more security and safety threats.
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