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Abstract - In traditional computing environments, users adyive [1].It is a practice whereby computers are made@mmon

choose to interact with computers. However, ubaust computing
applications are embedded in the users’ physicair@mments and
integrate seamlessly with their everyday tasks khiffer a new

opportunity to augment people’s lives with techiggidhat provides
increased communications, awareness and functipn&lie review

the importance of computer in the jet age and mepa set of
defining characteristics, requirements, and reseaftallenges for
ubiquitous applications to raise awareness of di&tipg literature on

the adoption, use, and history of domestic tectgiet) as well as the
use of situated studies, and the benefits thaetbas bring to bear on
the design and evaluation of technologies for tomé The idea of
such an environment emerged more than a decadeaadoits

evolution has recently been accelerated by improvéckeless

telecommunications capabilities, open networks tinaed increases
in computing power, improved battery technology,eegence of

flexible software architectures and improved welvises. The aware
homes are already becoming a reality.
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1. Introduction

There is no field more challenging than informatpocessing
and computers. The field change significantly almegery
month, it is a field that combines all other disicips. Virtually

and accessible that users are not even aware iofpingsical
presence. An ideal ubiquitous computing is a higéesl
network that covers any kind of geographical araad is
easily installed and automatically maintained. Yséave
access to a variety of digital devices, whenever wherever
they need them. It is omnipresent and appeareeé #vhilable
everywhere all the time, it may involve many diéfet
computing devices that are embedded in variouscdsvor
appliances and operate
technology is often wireless, mobile, and networkexhking
its users more connected to the world around thath the
people in it.

Ubiquitous computing as an aspect of both knowlezigation
and information dissemination that changes daitiviies in a
variety of ways, when it comes to using today'sitdigools
users tend to communicate in different ways usioday’s
digital tools, be more active, conceive and usegrgguhical
and temporal spaces differently and have more abnin
addition, ubiquitous computing is global and locagcial and
personal, public and private, invisible and visitiae research
method for ubiquitous computing is standard expental
computer science: the construction of working prgies of
the necessary infrastructure in sufficient quartiitydebug the

everybody needs a working knowledge because neaHg;;\biIity of the systems in everyday use, usingselues and a

everybody now uses computer either for office orspeal
applications to manage household finances, writieggning,
entertainment and even shopping. Ubiquitous compus a
post-desktop model of human-computer interactiorwhich
information processing has been thoroughly integtainto
everyday objects and activities. In ubiquitous catimy,
computers become a helpful but invisible force stisgy the
user in meeting his or her needs without gettinghia way

few colleagues as guinea pigs. This is an importtep
towards insuring that the infrastructure reseaschobust and
scalable in the face of the details of the reallavoFhe idea of
ubiquitous computing first arose from contemplatihg place
of today's computer in actual activities of everydde. In

particular, anthropological studies of work lifeath us that
people primarily work in a world of shared situatioand
unexamined technological skills. However the coraptbday

in the background. Ubigsitou
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is isolated and isolating from the overall situafiand fails to
get out of the way of the work. In other words,het than
being a tool through which we work, and so whicbagpears
from our awareness, the computer too often renthimgocus
of attention. And this is true throughout the domai personal
computing as currently implemented and discussedtie
future, whether one thinks of PC's, palmtops, onatyoks.
The characterization of the future computer as ititenate
computer or rather like a human assistant makesattténtion
to the machine itself particularly apparent. Gettithe
computer out of the way is not easy. This is naraphical
user interface (GUI) problem, but is a propertytloé whole
context of usage of the machine and the affordamdeits
physical properties: the keyboard, the weight ardktbp
position of screens, and so on. The problem is ama of
"interface”. For the same reason of context, thas wot a
multimedia problem, resulting from any particulafidiency
in the ability to display certain kinds of real-#ndata or
integrate them into applications. (Indeed, multiraetlies to
grab attention, the opposite of the ubiquitous catimg ideal
of invisibility). The challenge is to create a neknd of
relationship of people to computers, one in whiad computer
would have to take the lead in becoming vastlydeit getting
out of the way so people could just go about theds. A few
places in the world have begun work on a possitdgt n
generation computing environment in which each qers
continually interacting with hundreds of nearby eléssly
interconnected computers. The aim is to achieve rtost
effective kind of technology, that which is esseltiinvisible
to the user. To bring computers to this point whiaining
their power will require radically new kinds of cpmters of all
sizes and shapes to be available to each persas.isTithe
concept of Ubiquitous Computing.

2. Review of current trendsin computer
technology

The Jet age have revolutionized the way computeksvd-or
instance, the fifth generation computers conceatran
advances in the way computers are used, not oaléetronic
refinements that characterized the previous foath& than
the processors of data, computers are now an igastl
processor of knowledge [2]. Already a number of pater
programs called expert systems are widely in usg
Physicians use computers to help diagnose diséasgers
plan litigation and scientists and engineers siteutaological
growth, astronomical events and social behavioWfs. have
seen the dreams of the computer pioneers fulfilksl
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device, that is, a machine that controls its owmavéur based
upon the results of its past activities [4]. Thigelligent
machines link information together, much as the &oimmind
does, to arrive at logical conclusions [5]. Thefgetion of
artificial intelligence devices requires new cortsepn
processing and memory design. Scientists are alread
experimenting with computer processors that arewgro
biologically rather than manufactured as electronic
components. Using living molecules that functiorekectronic
components, a computer with the power of todayigdst
model would be microscopic in size [6]. Our civédtion has
the potential for creating a life-form vastly superto that
which has produced it. Currently, researchers lparéected a
microcomputer storage device that store billionstudracters.
This is enough room to store the names and addre$sz00
million people which is more than the populationNiferia.
The present jet age computer can be consider ascaster
computer” because they tap into data storage detarisands
of time larger than their predecessors. The costoafputing
and computers are now much lower. Computers aregioen
away as promotional items. The drastic decline omputer
hardware costs has continued for some time as egwology
development occurs. Computer is now increasinghbilable;
they are now as common as the telephone GSM. Afread
communications devices like IPhone, IPad that comlihe
functions of television set, video, telephone, dataninal web
services, office applications and other desktop maer
capabilities are being marketed. Computers are now
programming themselves. The user enters specditatior a
job to be done, and the computer will write its ogrogram to
do it [7]. A great deal of work has already beemealtowards
this end. Program generators (programs who writeerot
programs) has been perfected, lay person can nowlate
specialized programs to satisfy unique needs [B gropriety
data banks that serve the public have now beerotidate into
information utility. Electronic communications inoling
electronic mail and teleconferencing have now regdlathe
paper mail systems [9], [10]. Computer how exereisesver-
increasing influence on human affairs, our econohas
evolved from a national one to an international.dfeeping
track of international business transactions andetary flow

is done largely by computer systems. The compusdyility to
communicate financial data around the world almost

[3nstantaneously makes it a powerful force for biriggpeople

closer together. It is my personal believe thatyecsuccessful
in the near future, one should be skilled in onetipaar
language: Computer! More people throughout the dvarle
now conversant with C, Java or Visual Basic programg

computers evolve the ability to learn from their row Janguage than Spanish, English and German language

experiences. These pioneers saw the computer asiréstic

combined. Another significant trend that has accamgd the
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high-tech revolutions is the so called high tougnd towards
increased human-to-human contact. The computersafifethe
opportunity to tailor working, studying and shoppin
arrangements to our personal needs and tastesahiicg
numbers of employees are working at home, usingpcdens
to transmit their day's production to the main offi[11].
Increasing numbers of students are taking high dchad
college courses over the internet and communicétte tiveir
school and instructors. More and more consumers
purchasing goods and services electronically, usorgputers
to send in their orders and payments. These inese&s
electronics communication have engendered risipgebation
for increases in opportunities to communicate diyewith
people, as opposed to machines. Electronic fundssfier
systems, which relieve us from the need to go édoink, have
disappointed the banking industry. It appears thahy prefer
visiting a bank if for no other reason than to swllo to
someone. People enjoy going to a shopping centrdas
become a form of family entertainment that eledtron
shopping will have a tough time replacing. Takinglege
courses electronically is fine for some, but mastients prefer
the campus experience. Going to college is a mafteuman
contact. For younger students, it is part of thengition to
adulthood, as well. The high tech revolution cdrefate us
from travelling to distance job sites, difficultiesn
communication, and repetitive, manual tasks. Butsitthe
accompanying high touch revolution that speaks rdosttly
to our new sense of freedom, the freedom to usenewly
found time to intensify our human-to-human contactd seek
new experiences for personal and social growth.ayotthe
Internet has become the ultimate platform for aeging the
flow of information and is, today, the fastest-gigvform of
media, and is pushing many, if not most, other ®oohmedia
into obsolescence. Therefore, we offer one lagliptien: that
the high tech revolution will result in a societyora human,
not less, more responsive to individual needs, les$, and
more personally fulfilling, not less.

3. Characteristics of ubiquitous computing

3.1 Task dynamism

Ubiquitous computing applications, by virtue of i
available everywhere at all times, adapts to theadysm of
users’ environments and the resulting uncertaintiesthese
environments, users may serendipitously change tjogils or
adapt their actions to a changing environment [12¢w
information about the data center can arrive unebgaity, thus
changing the wanted. This requires programs thaahycally
adapt to changes in either the goals or the plarctstre by
which those goals were to be achieved [13]. Sonetitihe
user might actively reconfigure the system to adapghe new
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task settings; at other times the system might havenfer
from its sensory input that the user changed hikasrmind.
Applications will, furthermore, have to be ableexplain why
they inferred those task changes and learn froin tight and
wrong inferences.

3.2 Device heterogeneity and resour ce constraints

The omnipresence of ubiquitous applications is cgiby

sehieved by either making the technological artfgdevices)

move with the user or by having the applicationsveno
between devices tracking the user. In both caggdications
have to adapt to changing technological capalslitie their
environment. If the device itself is mobile (followg the user
or being carried around by him/her) then it usualas some
con physical constraints limit resources, suchateby power,
screen size, networking bandwidth, and so fortlRP?A, for
example, has relatively little usable screen aned lamited
battery power; a cell phone has an even smalleescsize but
typically a longer battery life and is at least oected to a
network. Furthermore, applications might also ebqrare
variability in the availability of resources. Theecend
approach to mobility is having the application dell the user
and move seamlessly between devices. Applicatidhshus
have to adapt to changing hardware capabilitigfefdnt types
of pointing devices, keyboards, network types, saadn) and
variability in the available software services.

3.3 Computingin asocial environment

Another major characteristic of ubiquitous compgtin
technology is that it has a significant impact & tsocial
environments, in which it is used, any introductioh a
ubiquitous computing environment implies the introtion of
sensors, which irrevocably have an impact on theiako
structure, no matter how unobtrusive they seenetdrbagine,
for example, that our residence is outfitted withkinds of
sensors to provide information to a ubiquitous cotimy
system. Are we going to allow neighborhood politatisn to
be able to monitor which room we currently occums (
indicated by the alarm system’s motion detectors) how
much alcohol we are consuming (as inferred from food
inventory system)? There are also policy questitiso owns
the data from a ubiquitous computing system? How wa
avoid making people feel like they are in informati
panoptical [14]? Can one subpoena the data cotlebte
ubiquitous computing systems? Since the answerdbably
yes, there might be demand for ubiquitous compusiygiems
in which the raw sensor data cannot be accessedl, abut
processed inferences from the data, such as “buzgtay,”

3.4 Nanotechnology and wir el ess technology

If computers are to be everywhere, unobtrusive, aoty
helpful, they must be as small as possible and dapaf
communicating between themselves. Technological
movements supporting these goals are already imgritad
under the rubricsanotechnology andwireless computing. The
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trend toward miniaturization of computer componeidgn to
an atomic scale is known as nanotechnology. Nahotdogy
involves building highly miniaturized computers 1fo
individual atoms or molecules acting as transistassich are
the heart of the computer chip. The number of isdmis in a
chip is indicative of its power. Therefore, nantteclogy’s
extreme miniaturization of transistors allows fonpiressive
levels of computing power to be put into tiny pagés, which
can then be unobtrusively tucked away. Wireless pding
refers to the use of wireless technology to congeatputers
to a network. Wireless computing is so attractiezaduse it
allows workers to escape the tether of a netwoilecand
access network and communication services from haysv
within reach of a wireless network. Wireless conmmithas
attracted enormous market interest, as withessezbbgumer
demand for wireless home networks, which can behased
from service providers.

3.5 Context-awareness and natural interaction
Small computers that communicate wirelessly provide

necessary infrastructure for ubiquitous computiHgwever,
infrastructure is only half of the battle. The uliigus
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Figurel: Pervasive Computing Environment -Past, Present
and ready for the Future

The pervasive infrastructure for ubiquitous compgtiloes not
exist in today’s homes; houses must be explicitltfitted for
these sorts of technologies to thrive. New appbcasoftware
must be created specifically written to serve desh bed for
smart home research. While new homes may eventbally
purpose-built for such smart applications; existimgnes have
to be upgraded to support these new technologtes.géneral

computing movement aims to make computers morefiielp question, then, is how will occupant-users buildaumodel of
and easier to use. Indeed, computers should be table how to control, use, and debug technologies thétimteract

accurately anticipate the user's needs and accomtadis or
her natural communication modes and styles. THesmes are
captured within the ubiquitous computing movemerfitsus

on context-aware computing and natural interactidhe

promise of context-awareness is that computersheilable to
understand enough of a user’'s current situationoffer

services, resources, or information relevant to pheticular
context. The attributes of context to a particd@nation vary
widely, and may include the user’s location, cutnere, past
activity, and affective state. Beyond the user, texn may
include the current date and time, and other object people
in the environment. The idea behind natural intéoacis for

the computer to supply services, resources, orrmtion to a
user without the user having to think about theswf how to
use the computer to get them. In this way, the isanot

preoccupied with the dual tasks of using the compand

getting the services, resources, or information.

4. Challenges
4.1 Thesmart home

We are yet to achieve the dream smart home conbapthe
technology to achieve this notion is already incpléhrough
information structure, personal computing environme&alue
added services through the web and other medikuatrated
in Figure 1.

with one another in the environment? What will éxperience
of the home as a whole be when these technologidsraught
in gradually, and without the benefit of a top-tatiom design?
Will the occupant-users be prepared to manage treart

home when the time comes? Particularly when theseplex

technologies offer fewer physical affordances thvaenare used
to? Perhaps future models of connection will reguihat

homeowners set a security key for all of their desi

Assuming a few homes in the real world will everdesigned
as a holistic system of well-meshed, interoperabl@ponents
then a number of questions will have to be answered

- What kinds of affordances do we need to provide to
occupant-users to make the system intelligibleg.,(e.
Is the device recording, displaying, manipulating i
formation about us)

- How can we tell how my devices are interacting?
(e.g., what are my devices interacting with, and/ ho
do they choose what to interact with?)

- What are the boundaries of my smart home? (e.qg.,
what are the walls? How much privacy do | have?)

- What are the potential configurations of my devices
(e.g., what connects with what, what won't connect,
and why?)

- How can users be made aware of the affordances of
the entire home itself? (e.g., what are the possibd
impossible configurations of this home?)

- Where will the locus of interaction be in a systidat
exists in no one place, but rather representsuimecs
many interoperable (and changing) parts? (e.g.revhe
does the Ulive?)

- How do | control these devices, and the whole
system? (e.g., Where are the controls, what
visualizations of the whole system do | have?)
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Current domestic technologies have limited capgbilio
connect with one another, and strong affordancesmfiection
do not provide good models for the smart home. Ulibbgs
computing homes will need to present its occupavite an
intuitive sense of possibilities it can afford, therent state of
the systems within the home, interfaces for colitglthe
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syntactical level (protocols and interfaces) aralileg to it a
human to impose semantics. Our challenge is torerthat the
future of the smart home is not one of incompatibiand
isolated islands of functionality, but rather ore \hich
occupant-users can expect the systems in their hormerk
together fluidly. We believe that this challengguiees radical

systems in the home as a whole, and a means byhwhitew models of connectivity and interoperability tthraach

"accidents" (such as a neighbor hijacking theiricks) can be
repaired or prevented. These abilities must be igealv and

maintained in an environment in which new devicesaaided,
old devices are removed, devices from different ufiecturers
may coexist, and wireless connectivity may exteegond the
walls of the home itself. The challenge for homeernwith

these devices will be to understand when their @®asake the
transition from dumb to smart and manage that foanmsation.

The challenge for ubiquitous computing is to hedmieowners
understand their accidentally smart homes by piogid
insights into what these devices can do, what tiexe done,
and how we control it.

4.2 Spontaneous interoperability

We believe that spontaneous interoperability is just the
simple ability to interconnect, but the abilitydo so with little
or no advance planning or implementation. With djui
spontaneous interoperability, individual technoésghave the
potential to create a fabric of complementary fiorality.
Without it, the smart home of the future is likelg be
characterized by islands of functionality, as thts ©f devices
that were explicitly built to recognize each othean
interoperate, but other sets of devices cannotchSuworld is
likely to be one of software upgrades, version naianes, and
driver installations. Such interoperability, whiechallenge in
its own right, increases the challenges of intiddllgy. Every
device or software service must be explicitly venitt to

understancevery other type of device or software that it may

encounter. If the applications on PDA are to besdbl print,
then those applications (and the operating systemtoch it is
built) must be explicitly written to understand ande the
notion of a "printer” such it can communicate withvithout a
priori agreement on syntax and semantics.
interoperability it is possible that the existerdea rich fabric
of devices and software, somehow all
interconnect with one another. Must we agree omraptete
set of standards for how these entities will bergef and used,
known to all parties before any implementation dsegin?
Will we have to restrict our environments to onging devices
and software that agree with the protocols alreiadplace?
The challenge goes beyond mere standards. Whilelestas
for particular domains i.e., printing, image capturdata
storage allow an entity to communicate with anrerdiass of

devices or services using a standard protocol, theynot
alleviate the core problem; it is implausible tgegt that all
classes of devices or services will be known tootiers, and
that we can thus define standards for every typdesice or

beyond simple prior agreement on standard protoeoid
interfaces.

4.3 No need for systems administrator

As computers enter the home in greater numbersyidhals
find themselves becoming systems administratorgufiei 2].
The average home computer user now has to be cmtter
with chores that would seem familiar to a mainfrasystems
operator from the early days of first generatiompaters i.e.,
upgrading hardware, performing software installatiand
removal, and so on. The advent of always-on braadlba
connections and in-house networks have finally ghoto our
homes the few systems administration tasks that dvadar
eluded us i.e., network and security administratibimese are
chores that are overwhelmingly complex and undedstby
few, even among "early adopters."

ThrougFigure2: Personnel Computing Environment at present with

users as system administrator

seamlessiyl  wil

What will the situation be when our homes are dillby
complex technological artifacts that are meantnteroperate
with each other and with the outside world? As giesis of
technology, we cannot plausibly expect such advénce
knowledge of potential occupant-users of the srharhe, if
we expect anyone to actually wish to inhabit sucmés.
Indeed, if the lack of ability or interest in home
"administration" chores as mundane as plumbingctetal
wiring, or appliance repair is any indication tolgg there will
effectively beno systems administrator in the smart home.

service a priori. Instead, new models of connectivity ard?oW, then, will we design technologies for the sname that

needed. Research has begun to explore such modiets.of
these models work by standardizing communicatiorthat

require no on-site expert? Fortunately, there aoceleis for
administration-free use of complex technologieseotthan
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general-purpose computing systems. Traditional iappés,
for example, are single-function devices that plevsimple
controls, straightforward affordances, and gengmdlod ease
of use (most people can use the office microwawenavithout
reading the instruction manual, for instance). Wiseich a
device breaks (which happens rarely), users arexpected to
fix it themselves. Instead, an expert is called wbhmes to the
house to make the repair. There has been a mowenthg
toward "appliance-centric" computing in which daitdevices
embody some single function [15]; how well this eggzh will
scale, especially when such appliances are askedtdmct
with other sorts of devices in fluid ways is an omgiestion.
Perhaps a more fitting model for administrationtlie smart
home can be found in existing utilities, such &es titlephone
and cable television networks. In the utility mgdebst of the
intelligence in the system resides in the netwaskeli. The
home contains only the most simple and minimal tfrend
functionality needed to access the network. Thepteine
system is, of course, the most well-known examglehcs
model: a simple, rotary telephone can be used tesscany
other telephone in the world, including celluldefghones that
didn't exist at the time the rotary phone was buillhis
expanding functionality is available because thghiiication
of the back-end network is increasing. The cablenEwvork,
with its set-top boxes, is another example of thidyumodel,
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4.4 Designing for domestic use

We agree with [17] that there is a need for studiedomestic
settings to inform design. The telephone shouldmeng the
most ubiquitous technologies in the home. The stoflyts
adoption reveals that while its inventors foresagoaial role
for the phone, its initial vendors did not [18]. €llkelephone
company did not believe that sociability was an amg@nt or
appropriate use of their technology. It was notilusgveral
decades, and after the telephone was broadly atiapt#t the
Bell System promoted the device as a mechanisnhdoing
conversations with distant friends and family. Buoption of
the landline telephone could be viewed as a triuropliser
persistence over vendor beliefs. Recently, phomoptamh has
received new attention because of wireless devifEg]
Observed that individuals tend to purchase wirepdgmes for
emergency and coordination reasons, and do notidmns
sociability to be important. However, within weeksf
purchasing the phone these same owners used &ofwal
calls. The adoption of landline and wireless phoseggests
that vendors and even users find it hard to fordsme they
will use a technology. Electricity, another pervasdomestic
technology, shows that new uses sometimes do sbtAathe
turn of the century, the homes of the wealthy wefeen
outfitted with electrically-conducting rails in thdloors;

as are ISPs such as AOL and MSN, who bundle an@lectricity girls,” equipped with metal shoes angarable

preconfigured their networking software to createnkey
internet access points. Generalizations of thisehbdve been

light fixtures, would entertain party guests by rmgyfrom
room to room, carrying their own illumination [2(findings

proposed by others as a solution for out-sourcecheho from these analyses reinforce the need for comlyicttudies

administration, by organizations such as the Opervi&s
Gateway Initiative [16]. Either of these approachéise

appliance model or the utility model brings witrainumber of
attendants technical and design challenges. Inagiance
model, the challenges are largely in the designalomhow
can these small devices deliver rich interactioith an ever-
expanding coterie of technology in the home, withimsing

the simplicity that it's their raison d’étre? Inethutility model,

how can we design technical solutions for remotguosis,
administration, and software upgrades (in particuldth the

security to prevent the kid next door from perfarghis own,
unwarranted, remote diagnosis, administration, wgtades)?
Regardless of the overall model chosen, occuparsuill

still have some administration that they will hagedo, simply
because not all of the dynamics of the home caknbevn by
the developer of the appliance, or the owner ofutiléy. The

particular ways in which individual devices are disby

members of the home, for example, may need toftexted in

configurations, security parameters, and devicerautions
that can only be implemented by the owners of thameces,
not some external third party.

of domestic settings and relying on analysis of steble and
compelling routines of the home, rather than suitipos
company dictate, fad, or marketing. Recent studietomestic
settings have taken this approach. They highligharety of
findings, many of which stem from the fact that dmtic
technologies are not "owned" by an individual. Maase
governed by household rules that determines whe udet
device, when, where, whether they pay, how old trey and
for what purposes. For example, in their study etftep box
use in various homes, Hughes et al. [21] descriteagionship
between technology use and space "ownership" withen
home. They observed that occupants used technslsgizh as
the television to indicate that they controlled &ébr in that
part of the home. They found that others knew aspected
these routines. When occupants had conflicts oslewvision
use, they settled disputes by buying another tsl@vi or
making the current one more mobile. Finally, théyserved
that the television accommodates multiple usageireqents
by making it possible for different occupants totetatheir
own programs [21]. Video and TiVo technologies make
television even more accommodating. Television arsd
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associated technologies fit into the home by beimgable and
flexible to occupants' requirements. Our study oklgss text
messaging in the home shows how devices are usdd
shared. We found that the teenagers used text gessda
arrange times to talk on the landline phone ortheecomputer
to Instant Message [22]. Since both the phone drmal
computer were shared devices in their own homestlagid

friends' houses, teens used a technology thatitttdyidually

owned to coordinate times when they all had acteshose
shared devices. We also found that teenagers ugeiet™

technologies such as text messaging to avoid distyrthe

routines of other people. Quiet technologies do g or

require voice interactions. Text messaging was tguaed

consequently allowed the teenagers to communicétfeowt

other household members being aware of or distubyethe

interaction. In this case text messaging meetseafeirements
of its users as well as those who are not usibgtiare sharing
the same space. In summary, smart technologiesinatedd
any technologies will be disruptive to the home envinamt.

Predicting these disruptions is difficult. The dbabe for
designers, then, is to pay attention to the stabhtecompelling
routines of the home, rather than external facia@duding the
abilities of the technology itself. These routines subtle,
complex, and ill-articulated, if they are articadtat all; thus,
there is a great need for further studies of homénoccupants
appropriate and adapt new technologies. Only bwrting

our designs in such realities of the home will veerdna better
chance to minimize, or at least predict, the effeaf our
technologies.

4.5 Social implications of aware home technology

[17] Have addressed the social implications of uibys
computing, privacy in particular. We believe thigdis is very
appropriate, since privacy is important. Howevee believe
that there are other broad social implications ofmdstic
technologies which are not as widely explored bynioers of
the ubiquitous computing community. Studies illattr other
potential consequences of domestic technologiaswanfocus
on two of these: "labor saving"” and good parentiSgme
historical studies have challenged the belief ohtmlogies as
being labor saving devices. The washing machinenis of
those technologies. The washing machine was pitcsed
labor saving device, and even though initial modidisnot go
through a cycle automatically or spin-dry, they dédluce the
labour of wash day. Over time, these devices chisgeiety's
expectations about what things would be done, hit@nhpand
by whom. Indeed studies of domestic technologiesatshow
conclusively that work was reduced; more signiftbagreome
suggest that the amount of unpaid work in the hoomee by
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other devices already at home, merely shift thelémiof work.
Who will do that work and why? Other studies shoawh
dgchnologies do not just affect occupant-userschntbe-come
part of broader national debates. Studies of thewitton and
mobile phone show that these devices have influkruav
many parents think about "good parenting” [21],][2ith

ttelevision, good parenting discussions focus on haweh and

what kind of programming children may watch. Thebife
phone appears to be taking a similar role, paditylin
countries that have high rates of mobile phone tdo@mmong
teenagers and pre-teens [24]. There, "good paggntin
emphasizes two values of mobile phones. Firstpgighildren
mobiles helps them learn how to manage bills ancheypo
Second, mobiles allow parents to safely give ckitdncreased
independence. As others have noted, smart homespaacy
implications. However, privacy is just one of salesocial
implications of domestic technologies.

4.6 Reliability

Vital concern of occupants (developers) of smartméo
technologies is reliability. The range of domeséchnologies
present in the home today i.e., televisions, tedepk, washing
machines, microwave ovens are by and large, exocglgdi
reliable, even though these are devices of gremptaxity. A
modern digital television set-top box, for examplentains a
number of specialized microprocessors devoted tgh-hi
bandwidth decompression, cryptography, renderingd a
network communications back to the service provided yet,
these devices virtually never crash, unlike our ktgs
computer systems. Achieving expected levels ofabdlity,
especially when coupled with the ad hoc accretibdevices
that may be expected in smart homes, is a gredtenpa.
Dealing with that challenge depends on understandire
reasons that these devices are so much more eelthbh
"traditional” desktop software systems. Some of¢heeasons
include differences in: development culture, tedbgizal
approaches, expectations of the market, and reégugatThe
development cultures of domestic technologies diffedely
from those of desktop, general purpose computirgjegys.
Embedded systems developers have tended to be maoieh
wary of systems crashes, since it is unwieldy tdctpaor
upgrade a device in the field. A washing machinedee, for
example, would likely fold if it had to recall ifgroducts for
upgrades as often as traditional software vendstsei patches.
Of course, reliable software systems do exist. @Hesds of
systems give us in-sight into how much work it ntake to
make reliable ubiquitous technologies for the horedephone
switches illustrate this well; for example, Lucé@rgchnologies
5ESS maintains its reliability goal of 99.9999%sfddhan 10

women rose dramatically [23]. The washing machingeconds of downtime a year) [25]. Meeting thisatglity goal

encourages us to take a critical perspective onthehesmart
home technologies are "labor saving" or whethew,thi&e

means that regular upgrades, such as the onegtbete
occupant-users with new services, must be perforiele the
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switch is processing other calls. In other wortiss teliability
requirement manifests itself within the system #eciture.
Other parts of the system work on monitoring evéimas could
lead to downtime and either fixing them or repaytthem as
appropriate [25]. Designing for reliability requsredevoting
substantial time and resources that will affect #estem
architecture. Practices such as these must beatéeginto the
development cultures that will build smart homehtealogy. In
the technological approaches, the current connestadestic
technologies and its bulk of functionality is pldcén the
network, not in the device itself. In the telephone systéon
example, the telephone itself is the least comm@itgart of
the system. And yet it provides access to new fanatity
available through the network without an upgradepatch.
Digital television systems, likewise, place the Koubf
functionality in the network, rather than the ctiside device.
This is a "utility" approach, in which the cliemchnologies are
shielded from upgrades and enhancements in theorietand
yet can take advantage of new functionality wheailable. It
is significant to note that embedding intelligenge the
network is precisely counter to many of the apphesctaken
by developers of Internet-based technologies, inchvimost
intelligence resides at the edges of the netwook.ubiquitous
computing applications,
determining what kind of balance of intelligencentaintain
between the edges and the center of the networditiddally,
the technological approaches taken by designeraulgho
account for the need to degrade gracefully. By tismean
that if a component in a richly inter-connectedteys fails it
should not bring down the rest of the system. Tiamklly,
systems have achieved the ability to degrade guligef

504
Vol. 2, No. 2, April 2011

space. In many Western countries the various iaslithat
service your home are obligated to deliver a certavel of
service, or face regulatory punishments. Insurarmrepanies
may demand to see certain levels of safety (suchudding
upgrades, seismic retrofitting, electrical systdrarges, and so
forth) before they will insure a home. In additimnthisde jure
regulations arede facto standards for the home. All these
differences have contributed to services being albg}i
delivered into the home. Bringing the benefits biquitous
computing into such environments may involve creata
development culture that can produce reliable dsvic
consistently, making design choices about how toadlea
intelligence at the edges of the network robusthgeting
expectations set by other devices, and working tdwa
regulations and standards set by a multitude oh@gs. This
challenge extends beyond the research communithdee
who develop, deliver, regulate, and consume these n
services.

4.7 Inferencesin the presence of ambiguity
Systems in which machine processing is used toraont

assist human behavior have a long and less-thaiedttyack
record in the history of computer science. Exammesuch

one design challenge wik bsystems come from domains as disparate as workitmis

that force users into formal patterns of work [2&hd more
recently Clippit, the Microsoft Office Assistant, higch
attempts to intuit the actions of a user and dffelp. And yet,
much of the literature of ubiquitous computing a¢pimachine
inference of human state and intent as being datriactor in
the benefits such environments will bring. Intedlige in such
a world can take a number of forms, some of whichken
greater assumptions than others. Some of the nioviews of

through redundancy for example, data and services dhese include:

replicated and available on multiple machines. Swh
approach may, however, trade off against the gadls
simplicity, intelligibility, and ease of administran, which are
all requirements for domestic technologies. Howatidress
this tension is a challenge for system designer. the
expectations of the various marketplaces, consurerpect
that their appliances will not crash (they havefounnately,
developed a tolerance for crashes in general
computing systems). It is the reliability of so man
technologies that has allowed the consumer to bgtfcaget
about them as complex technical entities. One hahdihks of
administering the phone or configuring the telesilnstead,
in large part these technologies blend into the dncemd
become part of the fabric of the home. Crashingngloor
televisions would be unwelcome in this setting.affin there
are differences in regulation. While the home, 28] fay, is a
"free choice environment" for its occupant-userss ia highly
regulated environment for those who provide sesvio& that

perpos

The environment can interpret the meaning of sensor
data to reflect some state of the world. For exampl
the system might assume that | am in a room because
my active badge is in a room.

The environment can infer that some state exists by
aggregating a number of other factors. For exanifple,

a number of people are gathered together in a ngeeti
room, the system might assume that a meeting is
taking place.

The environment may attempt to infer my intent from
its view of the state of the world. For exampleg th
system might assume that because | am in a meéting,
might want to share my meeting notes with others in
the meeting.

Finally, the system may preemptively act on
assumptions of intent. For example, if the system
assumes | may want to share my meeting notes, it
may go ahead and make those available to other
meeting participants (or ask me if it should da so)

All of these modes of intelligence can be foundregpnted in
the literature of ubiquitous computing (see [28); & similar
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categorization). And all are subject to error, afying degrees
and types. For example, the simple sensing case reprt
that | am present in a room when, instead, | havgply left
my active badge on the desk. These are what migldabed
"phenomenological* problems—do sensors reflectitsealr
merely the state of the sensors and can, in alitikod, be

largely overcome by more and better sensor techgolo

(although perhaps at a cost of privacy and usetr@dnAnd—
perhaps more importantly—the cost of incorrect riefiees is
low if the system does little with the inferred anfnation.
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of privacy that must be sacrificed to see the benef truly

helpful computers. Another is that early; “bleediegge”

applications of ubiquitous computing will turn ciat be more
ambitious than effective, leading some to prem&uwenclude
that the idea is a failure. We address each ofetlvesicerns
below.

5.1 Privacy issues

The more software tracks users, the more oppoitsréixist to

More dramatic problems become apparent as uncertarample on their right to privacy. To some degitbese issues

inferences and decisions are compounded. Most ltnguis
the attempt at inferring some internal human ineemd then,
perhaps, taking action on it, especially when saclinference
is based on layers of ambiguous interpretation iapdt, or
requires a level of intelligence that even humarmsld find
difficult. Our challenge, then, is to discern whanctions of
the smart home are possible with limited inferemveeich are
possible only through inference, and which reqaineoracle.
The first category comprises good candidates
implementation, since limited machine interpretatimeans
that there is limited possibility of error. The ricategories,
systems that require omniscient understanding ofdmuintent
in order to function well, are perhaps better alomed. The
middle category, we feel, is the most interestemgy] presents
important problems in design and technology. Systehat
rely on inference will never be right all of thent, and thus
users will necessarily have to have models of hosvdystem
arrives at its conclusions. These models must nigt @oncern
themselves with the actual rules of inference (‘wipeople
gather in the living room, display the televisiamedule"), but
also the capabilities of the system's sensors ("does the
system know I'm in the living room in the first pg?"). Users
must know what to expect from their homes in theeavay
that, say, a user knows that dropping temperatutside will
cause the thermostat to turn on the heating [2QchS
predictability depends on: The systems expectediheh in
the face of this condition is known, the systendsilities for
detecting or inferring this condition are known @havision is
made for the user to override the system’s behagichieving
these three conditions is more complicated wherirtfegences
made by the system are more complex, and when leagic
sensing is unreliable or open to interpretatione Thallenge
for smart home designers is to create systemsetiaire that
users understand the pragmatics of sensors, ietatjgm, and
machine action as well as they understands thenmatics of
devices in their homes now. From a technical petspe the
challenge of developers is to ensure that ambigigtynot
hidden from the parts of the system (or the ustva) need
access to it, and to ensure that inference whefonpeed at all
is done in a way that is predictable, intelligibland
recoverable.

5. Concerns

The power ubiquitous computing promises carriesh witt
significant risks. One such risk is associated wlith amount

are already being argued in the contexts of cotpogamail
snooping and the use of IT software that can ttesek activity
down to the level of individual keystrokes. Howevictoring
in the idea of software that can track and act upomser’s
physical presence and form of activity leads tovamy
concerns of a magnitude beyond those currentlytddbd he
privacy implications of ubiquitous computing implemations
must always be accorded the most careful considarat

favithout powerful standards surrounding user privatye

future world of ubiquitous computing may very wellift from
one of ease and convenience to one where each lodugn
inescapable sense of being watched, at best, ancbmtwol
over our personal information, at worst. Such peatp are
clearly far from desirable.

5.2 Growing pains

Systems that can act as subtly as those descriltlagbtvcome
without a substantial developer learning curve. $ystem
developers learn from their mistakes, there witloubtedly be
at least one premature declaration that truly ulngs
computing is an impractical ideal and that the rimteefforts
are too riddled with problems to be usable. We oann
guarantee that ubiquitous computing will fulfillsitpromise.
However, we would argue thatatight to do so, based on the
strong trend we have observed toward more powenfiglre
usable software. Usability is definitely a recogmzgoal in
software design, and much has been learned to make
software even unique, new applications very easisto

6. Discussion

The promise of ubiquitous computing is of a lifewhich our
endeavors are powerfully, though subtly, assisted b
computers. The idealistic visions painted by thequitous
computing movement stand in stark contrast to whatsee
when we boot up our computers each day. There is an
immediate barrier because you have to know hows® a
computer to use a computer. If you sit down in frofi a
computer without knowing how to use a mouse, yolll magt

be able to get anything done. The computer worljh eéher,
one have to know how to use the computer to afk telp on
how to use it! When computers do offer assistaiatill tends

to fall short of the mark. Much application softeatries to
cater to new users and power users alike by offesimple,
task-focused “wizards” and detailed help systems.
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Unfortunately, the wizards are often too limited odfer

sufficient power for day-to-day use, and the hefgtesms often
don’t cope well with the many ways in which a usen

express a need for a given piece of informatiore méxt step,
of course, is to go down to the local bookstore lamg a book
that promises to give straightforward instructiontmw to use
the program in question. Most of us get by jusefion the
tasks we are well-used to performing. However, dsapuld

be an easier route. We are still a long way awaynfseeing
the promise of ubiquitous computing fulfilled. Ygthysical

barriers to ubiquitous computing are falling, th&nko

technological advances such as nanotechnology areless
computing. Further, as we have argued, softwargeiting

easier to use all the time. As the themes of ca+gemareness
and natural interaction are adopted by hardware safisivare
makers, we will begin to see successive approxonatiof

ubiquitous computing as illustrated in Figure 3.

.rf%/

Mobile Devices
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economic consequences, but also social aspects asch
privacy, will become issues of prime importance.duiious
computing clearly has the power to change the world
Promoters of ubiquitous computing hope that embegdi
computation into the environment and everyday dbjeould
enable people to move around and interact withrim&ion
and computing more naturally and casually than theyently
do. One of the goals of ubiquitous computing isetmable
devices to sense changes in their environment and t
automatically adapt and act based on these chaagds
preferences. Ubiquitous computing is considerebdeovirtual
reality turned inside out. Virtual reality invitése user into the
computer and part of a world beyond mediation. Uibays
computing forces the computer to live in the worlith
people. Everything is a medium because everythegori
contains a computing device [30]. Other terms foiquitous
computing includepervasive computing, calm technology [ 31],
things that think and everyware [32]. Some enthusiasts of
ubiquitous computing imagine a world of wearablenpaters
that could be placed in watches, hats, belts, doéss There
are some who are in favor of having microchips @ihc
everywhere throughout the environment, even insideuman
bodies for medical purposes [30]. some systemsbimfuitous
computing, especially wearable computers, carri thiem the
possibility for total surveillance [30]. This briagup many
areas of concern, especially the issue of privasgy. [

7. Conclusion

As Weiser Mark described in his seminal article ][34
ubiquitous computing is about interconnected hardwand

Figure 3: Ubiquitous Computing Environment for the Future software that are so ubiquitous that no one notitesr

There are many issues to resolve and a steeprgacoive to
face as we consider this close integration of cderguinto our
lives. Computing power doubles about every two geand an
equally rapid performance increase applies to oimgortant
technological
communications bandwidth. This continuing trend nsethat
in the foreseeable future, computers will becomesimterably
smaller, cheaper, and more abundant. Computing bell
ubiquitous. In particular, we can expect tiny pssms and
sensors being integrated into more and more evergbgects
— household appliances, toys, tools, but also sudndane
things as pencils and clothes. All these devicei be

interwoven and connected together by wireless misvo
There are, of course, some important challengestred to be
addressed when building such an "Internet of esgrytems."

Highly scalable software infrastructures and neterewction

paradigms are just two examples. A world filled hwigmart
and interacting everyday objects offers a wholegearof

fascinating possibilities. Some foresee a future engh
computers, functioning invisibly and unobtrusively the

background, serve people in their everyday livesgihg them

presence. This will enable people to focus on ttzesks and on
interacting with other people. This far-reachingion is still
far from our reach [35], and will require fundamaradvances
in semantic modeling, context-aware software inftesure,
application modeling and tools, and user experieadieation.

parameters such as storage capadiy ave need major advances in each of the challenges ane

identified (as well as in others we have not merdg@). Most
important, all these advances must be integratexlsaamless
manner into our life so that we can use them witltomstantly
worrying about either the underlying mechanics ocia
appropriateness. The future holds exciting prospéuteed,
and the ubiquitous computing revolution is stilliig infancy.
Changes in human and technical activities becomautons
in as much as they lead to solutions of the problafhthe
present and the future. As we cope today with tle@mane of
computer crimes, abuses of privacy, and threats
depersonalization, we are learning to apply thedetisns to
the larger, more complex problems promised by teeades
ahead. The assertion that all human knowledgededable in
streams of zeros and ones- philosophically, itesyvhard to
swallow; there is a whole world of real problem$,homan
problems, which is essentially ignored. At the ptcen many

of

to a large extent from tedious routine tasks. Butl w people share a computer through Mainframe compuiinthe

technology make people happier? Since ubiquitouspcing
will pervade almost every aspect of our lives, paes

present many computers are beginning to share @aas, in
the future computers will be more enhanced to skach of us
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without being aware through the ubiquitous computifihe
internet has deeply influence the business andtipeaof
ubiquitous technology by bringing together elemeotsthe
Mainframe era and PC era with client-server conmgutin a
massive scale with the web clients. The future fgdoto the
problem-solvers, to those people who are able tmbiwe
knowledge and action in creative efforts to imprdve quality
of life for all.
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